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Abstract: Whereas there is growing use of information technology (IT) within
institutions of higher learning, little is known about the level of information security
awareness (ISA) amongst students joining such institutions in developing countries
and more specifically Africa. This study investigates ISA amongst undergraduate
students in one of the universities within Nairobi in Kenya. From the study findings,
it was clear that majority of the students did not possess adequate understanding of
ISA. This was further affirmed by more than 60% of the students indicating not to
have received any ISA training program before. We therefore submit that, there is a
strong need to cultivate ISA culture amongst students joining institutions of higher
learning. Cultivating this culture at the entry level will ensure that students as well as
the institutions’ communities at large have secure utilization of various IT resources.
Furthermore, we recommend that ISA needs to be incorporated in the undergraduate
curriculum to help enhance such awareness. Likewise, it would be valuable for such
institutions to have ISA program as part of their wider information security strategy
framework.
Keywords: Information Security Awareness, academic institution, university,
Kenya.

1. Introduction
Considering the advances and the way in which information technology (IT) is fast defining
the global environment, there is a growing drive in pedagogic discourse on the need to fully
integrate IT into the academic environment to support learning and teaching [1, 2, 3, 4, 5].
Consequently, there is a multiplicity of technological solutions being exploited within the
educational sector and learners are getting more exposed to such technologies as they join
universities [6, 7, 8, 9]. Such usage exposes both the learners and the institutions to myriad
of technological threats and exploits. It becomes imperative, therefore, that learners are
aware of various information security threats and exploits and how they can safely and
securely harness technology without compromising themselves or the institution.
Today, a large number of students joining institutions of higher learning are largely
‘digital natives’ who have grown up interacting with IT in various facets of their lives. It
becomes sensible, therefore, to provide a learning environment that appreciates learners
with this background. To this end, institutions of higher learning in both developed and
developing countries continue to champion the use of IT within their institutions. This
increased usage of IT within academic environment comes with a plethora of new
exposures. Consequently, the need to raise information security awareness (ISA) amongst
various communities within the academia has never been more important.
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Whereas a number of studies have been done on ISA within academia [10, 11, 12, 13,
7], the absence of studies which focus on students joining institutions of higher learning in
developing countries and more specifically Africa is conspicuously lacking in information
security literature. An attempt to bridge this gap by Adam and Rezgu [10] only focused on
factors affecting ISA of end users in higher education in UAE. On the other hand, a study
by Farooq, Isoaho, Virtanen, and Isoaho [12] looked at the correlation between individual
factors and ISA amongst students in a university in Finland.

2.

Objective

From the foregoing discussions, the specific objective of this study is to make a
contribution to the literature on ISA in institutions of higher learning in developing
countries. This was done by exploring the level of ISA amongst students joining one of the
universities within Nairobi in Kenya.

3.

Literature Review

Extant literature has indicated that information security awareness (ISA) is key in
alleviating risks linked with information security breaches [14]. Line users’ (immediate
consumers of technology) naivety as well as unintentional behavior are viewed to be the
most frequent causes of information security breaches [15, 16]. Therefore, increasing the
levels of ISA amongst line users reduces the possibility of them causing information
security breaches and consequently improving the efficiency of countermeasures that
institutions of higher learning put in place to protect themselves and their constituents
against information security related threats and exploits. It is imperative that those who use
information technology (IT) resources are knowledgeable on the need for safeguarding
information systems and related resources.
ISA can be viewed as the degree of understanding that users have regarding the
relevance of information security best practices. Mostly, users will have varying levels of
ISA [12, 16]. The main focus of ISA is on building sound information security behaviour as
part of the overall information security management.
By nature, ISA is an informal and a socially defined construct [17]. As a result, it has
varied definitions within literature which translates into a lack of universal understanding of
ISA. This may make it challenging for researchers to relate different studies on ISA. It is
worth highlighting, that a number of literature in ISA fall short of explicitly defining the
term [18, 19, 12]. An interestingly surprising fact.
ISA has been widely conceptualized as a cognitive state of mind which is defined by the
appreciation of the relevance of information security and being averse with information
security objectives, threats as well as associated risks. However, it is apparent from various
definitions that ISA is not just about being cognizant of issues related to information
security. From the extant literature, the definitions largely fall under three categories [20, 18,
21, 16, 22, 26, 27, 28]: cognitive (ISA is considered as one’s state of mind defined by appreciation
of the relevance of information security); behavioural (ISA is defined by information security
behaviour like adherence to security policies) and process (processes or initiatives put in place by
organizations to raise ISA).
IT continues to be a preferred choice as a tool for enhancing learning and teaching in
the education sector [7, 4, 3]. And this is not only because institutions of higher learning
today receive students who are digital natives, but also since technology is considered to
provide greater flexibility with regard to place and time. For example, through technology,
students are able to enhance access and learning opportunities on campus as well as off
campus.
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In Kenya, institutions of higher learning continue to extend their programs to the
internet and the need for virtual institutions continue to dominate their strategic directions
and initiatives [29, 30]. This they do to help break geographical barriers and allow equitable
access to education. Such increased usage of technology increases the possibility of IT
related threats and exploits.
Although a number of institutions have introduced computer literacy into their
curriculum as a general education requirement, the component of information security
education is never a requirement. A look at various programs offered in Kenyan universities
reveals that information security education is mainly offered to those students who are
enrolled in IT related degree programs [29]. Owing to the widespread of cybercriminal
activities, learners, irrespective of their career orientation need to have a good
understanding of information security issues in order to safe guard themselves and the
institution against possible threats and exploits.
Within institutions of higher learning, security breach may lead to loss of data, time, as
well as reputation to both the institution and the student. It is therefore imperative that
students who are one of the key line consumers of technology resources within such
institutions, have a good knowledge of potential threats they are exposing themselves or the
institution to and how they can contribute to a secure usage of the IT resources. Further, it
is important to take cognizance of the fact that there has been a steady rise in security
breaches and exploits both regionally and globally in all sectors of the economy [19, 32].
To this end, it is important that institutions of higher learning counter user triggered
threats and exploits through formulation and implementation of ISA. Additionally, sound
information security policies and procedures are needed to positively influence the line
users’ behaviour as they consume IT resources. It is becoming clear that ISA needs to be
provided to students at early stages in their academic life. This will better prepare them to
pay attention to security issues and avoid getting involved in behaviour that could
compromise the IT resources within the institutions or make them vulnerable to threats and
attacks.

4.

Methodology

Positivist, quantitative research approach is employed in this study. The population of the
study consisted all first year university students who had joined the university (380
students). A response rate of 82.9% (315 students returning completed questionnaires) was
recorded. To ensure content validity, the questionnaire was reviewed by experts and
corrections done based on their feedback. Further, we conducted a pilot study to test for any
ambiguity, completeness, and understandability by administering the instrument to a group
of 10 first year students. The statements that the participants did not understand were
reviewed and revised to refine the instrument. The analysis of the questionnaire items was
done using Statistical Package for Social Sciences (SPSS) Version 22 and descriptive
statistics (frequencies and percentages) was employed to present the findings.

5.

Results

In this study we endeavoured to explore the level of Information Security Awareness (ISA)
amongst students joining one of the universities within Nairobi in Kenya. Our study sample
consisted of 174 (55.2%) females and 141 (44.8%) males. 93.7 percent of the study
participants were aged between 16 and 25 years. Those that were above 26 years comprised
the smallest population at only 6.3%. With regard to the type of high school attended, of the
sampled students, nearly two-thirds of the participants (61.0%) had attended private schools
while 39% had attended public schools.
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Majority of the students sampled (245, 77.8%) indicated they had already done some
computer related studies before joining the university with 66.7% of this population
indicating that they had done such studies at high school. However, it is clear that such
trainings received by the students did not address areas related to ISA as only 12.2% of the
students strongly agreed to having received ISA training before.
To understand the level of ISA amongst the participating students, we made use of the
following categories: General Security Awareness which consisted of seven questions (see
Table 1); Information Security consisted of nine questions (see Table 2) and Physical
Security comprised of three questions (see Table 3).
On the theme of general security awareness, majority of the students at 97.4% agreed
that they understood the requirements for and use of strong password. When asked whether
they would share their password online or post it where others may obtain access to it,
significantly, 98% said they would never share their password online. Interestingly, only
17.3% strongly agreed that they know how to protect against computer crime. A paltry
19.1% are not keen to access only trusted, reputable sites. Regarding what constitute
acceptable use of computers, 20.4% observed they had no knowledge of this, while 50.5%
agreed to have knowledge of this, however, only 29.1% strongly agreed to have such
knowledge. Nearly half of the students 48.1% believe that what they do on the computer
could not affect others. Nevertheless, it is interesting to note that only 12.2% of the students
strongly agreed to have received information security awareness training before.
Table 1: General Security Awareness

Statements on the general security
awareness

I understand the requirements for and use
of strong password
I never share my password online or post it
where others may obtain access to it
I know how to protect against computer
crime
When browsing or downloading from
internet, I only access trusted, reputable
sites
I know what constitutes acceptable use of
computers
What I do on my computer could affect
other people
I have received Information Security
awareness training before

Levels of agreement
Strongly
Disagree
Disagree
n
%
n
%
2
0.6
6
1.9

n
98

Strongly
Agree
%
n
%
31.7 203 65.7

3

1

3

1

54

17.5 248

25

8.3

109

36.3

114 38

9

3

49

16.1

124 40.7 123

40.3

15

5.2

44

15.2

146 50.5 84

29.1

63

21.2

80

26.9

69

23.2 85

28.6

71

23.4

120

39.5

76

25.0 37

12.2

Agree

52

80.5
17.3

Source: The authors based on SPSS V22

On the theme of information security presented on Table 2, majority of the students at
94.2% seems to appreciate what information is considered sensitive. This is further
corroborated by 63.8% of the students strongly agreeing that they are careful not to discuss
sensitive information in public places. Curiously, however, only 30.6% strongly agreed to
be familiar with the appropriate methods for transmitting, storing, labelling and handling
sensitive information. Merely half of the respondents, 50.8%, always encrypt sensitive data
when sending through email and are knowledgeable on how or when hardware and mobile
devices should be encrypted. It is worth noting that of the 50.8% only 15.1% strongly
agreed to always encrypting sensitive data. This can be validated by the fact that only
33.4% strongly agreed that they ensure sensitive data on their mobile devices is protected.
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Again, while 43% agreed that they do not leave sensitive data unattended in open areas only
48.1% strongly agreed to this and a further 33.8% strongly agreeing that their sensitive data
is backed up on a routine basis. Regarding texting or posting sensitive data on social sites,
94.2% believe this act may violate policy or regulations. It is also interesting to note that
many students, 91.2% believe they can play a significant role in protecting their computers
and information stored in them.
Table 2: Information Security

Statements on the information security

I understand what information is
considered sensitive (confidential and
proprietary)
I am careful not to discuss sensitive
information in public places
I am familiar with the appropriate methods
for transmitting, storing, labelling and
handling sensitive information
I always encrypt sensitive data when
sending via email and I know how/when
hardware and mobile devices should be
encrypted
I ensure that sensitive data is protected on
mobile devices
I do not leave sensitive data unattended in
open areas
My sensitive data is backed up on a
routine basis
I am aware that texting or posting sensitive
data on social sites may violate policy or
regulations
I can play a significant role in protecting
my computer and the information stored
on it

Levels of agreement
Strongly
Disagree
Disagree
n
%
n
%
7
2.4
10
3.4

Strongly
Agree
n
%
n
%
127 42.9 152 51.3

5

1.7

8

2.7

94

14

4.8

62

21.1

128 43.5 90

30.6

36

12.1

115

38.7

101 34.0 45

15.1

21

7.2

36

12.3

138 47.1 98

33.4

8

2.7

18

6.1

126 43.0 141

48.1

17

5.9

52

18.1

121 42.2 97

33.8

6

2.0

11

3.7

109 37.1 168

57.1

10

3.4

16

5.4

117 39.7 152

51.5

Agree

31.8 189

63.8

Source: The authors based on SPSS V22

Regarding physical or resource security presented in Table 3, while slightly more than
half of the respondents at 54% agreed that they do physically secure their mobile devices,
only 31.6% strongly agreed to this. In addition, only 22.8% disagreed that their computing
devices are current with virus protection. When asked if approved to use their personal
computing they are aware of and use security measures, while 53.4% agreed to this, only
31% indicated strongly to be of this view.
Table 3: Physical/Resource Security

Statements on physical/resource security

I physically secure my mobile computing
devices
My computing devices (i.e. laptop,
smartphone, desktop) are current with
Copyright © 2018 The authors

Levels of agreement
Strongly
Disagree
Disagree
n
%
n
%
13
4.6
28
9.8

Strongly
Agree
n
%
n
%
154 54.0 90
31.6

16

126 44.2 94

5.6

49

17.2

Agree
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virus protection
If approved to use my personal computing
devices, I am aware of and use security
measures

12

4.3

32

11.4

150 53.4 87

31.0

Source: The authors based on SPSS V22

6.

Discussion

It is evident from the literature that issues related to information security awareness (ISA)
has continued to draw attention not only from the scholars but also the practitioners [8, 12].
It is therefore true that the relevance of ISA cannot be understated. Understanding the level
of ISA amongst students joining institutions of higher learning is critical in helping set the
stage for presenting a case on the need for ISA training programs during the first year of
students’ studies at the university.
While there can never be one stop solution to information security challenges, ISA is
generally considered to be amongst the most effective security methods. A number of
studies reveal that the challenge of ISA has not been properly addressed since many IT
users do not have adequate security training [19, 12]. This was confirmed in this study as a
significant number of students indicated that they had not received ISA training before.
This is despite of the fact that a number of high schools in Kenya have introduced computer
studies [33].
In a summative evaluation of secondary schools, the Kenya Institute of Curriculum
Development [34] observed that not only did the majority of schools have inadequate
technological infrastructure, there was also limited integration of technology in pedagogy.
Students admitted in institutions of higher learning have heterogeneous background,
this seemed to be playing out in their varying levels of understanding of various
information securities issues under several themes that were looked at in this study.
Jansson and von Solms [35] observe that students can learn and positively adapt to ISA
culture. This was found to be largely true as a majority of the students acknowledged that
they can be active players in the protection of IT resources. It therefore holds, that students
are receptive to learning ISA culture. With proper training and education on ISA, students
in institutions of higher learning in Africa and other developing countries will be better
prepared to deal with IT related threats.
As demonstrated in the literature [19, 12, 27], a number of studies continue to reveal
that ISA remains one of the most effective methods of information security management.
Consequently, cultivating such culture would go a long way in helping address information
security challenges in educational institutions. Early training at the entry level at the
university will ensure that the students shape their way of thinking on ISA early enough
thereby improving the likelihood that they would safely and securely exploit various IT
resources within and outside the academic environment.

7.

Conclusions

Taken together, these results suggest that majority of the students joining institutions of
higher learning do not possess adequate understanding of information security awareness
(ISA). Improving ISA of university students is a critical component of the overall approach
to information security management. For institutions of higher learning to be able to
manage and reduce information security threats, building a strong ISA culture remains
critical. The increased ISA amongst the students would translate into a reduction of the
probability of unintentional breaches as well as increase the likelihood of the identification
and reporting of suspicious activities.
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We therefore submit that in contemporary society, institutions of higher learning need
to generate ISA as a way of safeguarding against information security breach. There is
adequate evidence suggesting that security awareness training is one of the most effective
ways of realizing security control. It is therefore imperative that institutions of higher
learning develop security education training and awareness (SETA) programs and make
deliberate efforts to ensure that such programs are directed towards students’ right from the
time they join universities.
Further, studies on how best the content of SETA programs should be developed in
view of the heterogeneity of the students’ background would be useful for the successful
implementation of such training and awareness programs. There is need to ensure that such
programs meet the varying level of technological savviness of the new entrants into the
institutions of higher learning.
Finally, this study appeals for more attention on comparative studies between developed
economies like Europe and developing ones like Africa to understand similarities and
differences regarding ISA and to set forth lessons than can be gleaned and learnt.
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