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ABSTRACT
The main objective of this research study is to enhance the functionality of an Android pattern
lock application that through testing, can help determine whether the time elements of a touch
operation, in particular Time on Dot (TOD) and Time Between Dot (TBD), can be accurately
used as biometric identifier input. This is driven by the challenges that are inherent in existing
pattern lock applications; such as, susceptibility to smudge attacks and shoulder surfing
attacks. The hypotheses that are tested through this study are the following: H1: There is a
correlation between the number of touchstroke features used and the accuracy of the touch
operation biometric system; Ho1: There is no correlation between the number of touchstroke
features used and the accuracy of the touch operation biometric system; H2: There is a
correlation between pattern complexity and accuracy of the touch operation biometric system;
Ho2: There is no correlation between pattern complexity and accuracy of the touch operation
biometric system; H3: There is a correlation between user training and accuracy of the touch
operation biometric system; Ho3: There is no correlation between user training and accuracy of
the touch operation biometric system
The study used convenience sampling on a United States International University - Africa
population. This excluded students and members of faculty in the School of Science and
Technology who may have had a technical advantage over a common representative user in
the population. A within-subjects design involving repeated measures was incorporated when
testing H1, Ho1, H2 and Ho2 hypotheses - on a total of 8 subjects. Testing of H3 and Ho3
hypotheses involved the selection of a new set of 4 subjects to eliminate the possibility of
training through exposure to previous procedures. This translated to an overall sample size of
12 subjects who gave a total of 2,096 feature extracted data. Analysis was done using the
Dynamic Time Warping (DTW) Algorithm of biometric accuracy.
Results for H1 revealed an increase in accuracy by lowering the False Rejection Rate (FRR)
from 20% to 17% when an additional time feature was used. However, the False Acceptance
Rates (FAR) increased from 34% to 39% leading to an overall decline in accuracy from 68%
to 62%. This could be attributed to the DTW failing to manage the effect of outliers. The H1
hypothesis was therefore rejected.
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Results for H2 when using two touchstroke features (Time Between Dot and Time on Dot)
showed a 7% increase in accruracy from 62% in the case of a simple password to 69% when a
complex password was used. The H2 hypothesis was therefore accepted.
Results for H3, when using the Time Between Dot touchstroke feature, showed a 26% increase
in accruracy from 56% in the case of no training to 82% when training was introduced. An
interesting thing to note about the results for H3 is that using two touchstroke features (Time
Between Dot and Time on Dot) showed a 8% decrease in accruracy from 69% in the case of
no training to 61% when training was introduced. The H3 hypothesis was therefore accepted
for the case of one touchstroke feature.
The contribution made through this research study was that it was shown that the extraction of
an additional touchstroke feature (Time Between Dot), coupled with pattern complexity and
user training was able to yield high average accuracy levels of up to 82% in a touch operation
biometric system. This study was done on low-end smart devices with average processing
capabilities. This builds a case for the introduction of touch operation biometrics onto regular
smart devices thereby providing stronger authentication without increasing system
performance overheads or cost. For future work, it is recommended that more work be done
by applying other algorithms to the existing data set and comparing their results with those
obtained with DTW. Additionally, further research can explore whether the use of other
touchstroke biometric features can have a better impact on accuracy.

v

ACKNOWLEDGEMENT

I would like to thank my supervisor, Mrs. Paula Musuva-Kigen of the School of Science and
Technology at the United States International University-Africa. Her timely feedback and indepth knowledge on the subject have been instrumental towards the completion of this research
project.
Allan Ng’ang’a

vi

Contents
ABSTRACT ............................................................................................................................. iv
List of Tables ........................................................................................................................... xi
List of Figures ......................................................................................................................... xii
Chapter 1 ................................................................................................................................... 1
1.0 INTRODUCTION .............................................................................................................. 1
1.1 Background of the Problem............................................................................................. 1
1.2 Statement of the Problem ................................................................................................ 3
1.3 Purpose of the Study ....................................................................................................... 3
1.3.1 General Objective ..................................................................................................... 3
1.3.2 Specific Hypotheses ................................................................................................. 3
1.4 Importance of the Study ................................................................................................ 4
1.5 Scope of the Study........................................................................................................... 4
1.6 Definition of Terms ......................................................................................................... 4
1.7 Chapter Summary............................................................................................................ 5
Chapter 2 ................................................................................................................................... 7
2.0 LITERATURE REVIEW ................................................................................................... 7
2.1 Introduction ..................................................................................................................... 7
2.2 Number of Touchstroke Features Used and Accuracy.................................................... 7
2.3 Pattern Complexity and Accuracy................................................................................. 10
2.4 User Training and Accuracy ......................................................................................... 12
2.5 Conceptual Framework ................................................................................................. 14
2.5.1 Description of Variables ......................................................................................... 14
2.5.2 Conceptual Framework........................................................................................... 16
2.6 Chapter Summary.......................................................................................................... 16

vii

Chapter 3 ................................................................................................................................. 17
3.0 METHODOLOGY ........................................................................................................... 17
3.1 Introduction ................................................................................................................... 17
3.2 Research Design ............................................................................................................ 17
3.3 Population and Sampling Design .................................................................................. 18
3.3.1 Population ............................................................................................................... 18
3.3.2 Sampling Design..................................................................................................... 18
3.4 Data Collection Methods............................................................................................... 21
3.5 Research Procedures ..................................................................................................... 21
3.6 Data Analysis Methods ................................................................................................. 22
3.7 Chapter Summary.......................................................................................................... 22
Chapter 4 ................................................................................................................................. 24
4.0 SYSTEM IMPLEMENTATION ...................................................................................... 24
4.1 Introduction ................................................................................................................... 24
4.2 Analysis ......................................................................................................................... 24
4.3 Modeling and Design .................................................................................................... 24
4.3.1 Class Diagram......................................................................................................... 25
4.3.2 Use Case Diagram .................................................................................................. 26
4.3.3 Activity Diagram .................................................................................................... 26
4.4 Proof of Concept ........................................................................................................... 27
4.5 Chapter Summary.......................................................................................................... 29
Chapter 5 ................................................................................................................................. 30
5.0 RESULTS AND FINDINGS ............................................................................................ 30
5.1 Introduction ................................................................................................................... 30
5.1.1 Android Pattern-lock Application .......................................................................... 30
viii

5.1.2 Simple and Complex Password Input ..................................................................... 31
5.1.3 Dynamic Time Warping (DTW) ............................................................................ 31
5.2 Number of Touchstroke Features Used and Accuracy.................................................. 32
5.3 Pattern Complexity and Accuracy................................................................................. 36
5.4 User Training and Accuracy ......................................................................................... 37
5.7 Chapter Summary.......................................................................................................... 38
Chapter 6 ................................................................................................................................. 40
6.0 DISCUSSIONS, CONCLUSIONS AND RECOMMENDATIONS ............................... 40
6.1 Introduction ................................................................................................................... 40
6.2 Summary ....................................................................................................................... 40
6.3 Discussions .................................................................................................................... 42
6.3.1 Number of Touchstroke Features Used and Accuracy ........................................... 42
6.3.2 Pattern Complexity and Accuracy .......................................................................... 44
6.3.3 User Training and Accuracy ................................................................................... 45
6.4 Conclusions ................................................................................................................... 47
6.4.1 Number of Touchstroke Features Used and Accuracy ........................................... 47
6.4.2 Pattern Complexity and Accuracy .......................................................................... 47
6.4.3 User Training and Accuracy ................................................................................... 47
6.5 Recommendations ......................................................................................................... 48
6.5.1 Recommendations from this Study......................................................................... 48
6.5.2 Recommendations for Future Work ....................................................................... 48
REFERENCES ....................................................................................................................... 49
APPENDIX A: PATTERN LOCK APPLICATION SOURCE CODE ................................. 53
APPENDIX B: DTW ALGORITHM ..................................................................................... 55
APPENDIX C: PROJECT WORK PLAN ............................................................................. 56
ix

APPENDIX D: PROJECT BUDGET ..................................................................................... 57

x

LIST OF TABLES
Table 1: Hypothesis 1 Demographics...………………………….………………..19
Table 2: Hypothesis 2 Demographics ………….……………….………....……...20
Table 3: Hypothesis 3 Demographics ……………...…………….……………….20
Table 4: Genuine User 1 Reference Set…………………………………………...33
Table 5: Genuine User 1 Upper Boundary…………..……………….…………....33
Table 6: Attacking User 1 with 2……………..…………………….……………..35
Table 7: User 1 Summary Table……………………….…………….……………36
Table 8: H1, Ho1 Summary Table……...……….…………………………………..36
Table 9: H2, Ho2 One Feature Summary Table ……………....…….……………...37
Table 10: H2, Ho2 Two Feature Summary Table ………………...………………..37
Table 11: H3, Ho3 One Feature Summary Table ………….………..……………...38
Table 12: H3, Ho3 Two Feature Summary Table …………….….………......…….38
Table 13: Project Work Plan………………………………………….…………..56
Table 14: Project Budget…………………………………….…………...……….57

xi

LIST OF FIGURES
Figure 1: Class Diagram………………………………………….………………..25
Figure 2: Use Case Diagram…………….……………………….………....……...26
Figure 3: Activity Diagram……………………….……………….……………….27
Figure 4: User Interface…………………………………………….……………...28
Figure 5: Generate Statistics………………………………………….…………....28
Figure 6: Time on Dot HTML output……………………………….……………..28
Figure 7: Time Between Dot HTML output………………………….……………28
Figure 8: Simple Password…………….…………………………………………..31
Figure 9: Complex Password……………………………………….……………...31
Figure 10: DTW Algorithm Matlab output………………………….……………..31
Figure 11: DTW Algorithm Java Implementation…………………….…………...32
Figure 12: H1; Ho1: Genuine User 1 Chart………………………….…………….33
Figure 13: Attack 1 with 2 chart……………………………………….…………..35
Figure 14: Record Input Adapter…………………………………….…………….53
Figure 15: Record Helper File………………………………………….………….53
Figure 16: Database Creator File……………………………………….………….54
Figure 17: Activity Recorder File………………………………….……………....54
Figure 18: DTW Algorithm…….……………………….………………………....55

xii

CHAPTER 1
1.0 INTRODUCTION

1.1 Background of the Problem
Mobile computing devices have been growing in popularity globally over the recent years. In
Kenya, a report by Communication-Authority (2016) highlighted that there were 38.3 million
mobile subscriptions coupled with a mobile penetration of 89.2%. Additionally, Jumia (2015)
reported that of the 3.1 million devices that they had sold in 2015, 1.8 million (58%) were
smartphones.
The ubiquity and convenience of mobile computing phones have resulted in them being a rich
source of personal information. This is because their usage has been extended to high security
activities such as mobile banking transactions which require utmost protection of the
credentials in use. Most of the mobile devices currently in use maintain the privacy and security
of the device by authenticating a user at each login. The most common method for doing this
has been through the use of text-based password schemes which researchers such as Borkar,
Sheikh and Kaware (2016) showed to be a weak form of security. Sae-Bae, Ahmed, Isbister
and Memon (2012), through their research, showed that the speed at which users type on flash
glass, what is currently on smart mobile devices, was 31% slower that typing on a physical
keyboard. The same research by Sae-Bae et al. (2012) showed that users countered this
problem by shortening their passwords which in turn led to a shorter log-in time and thereby
resulted in an insecure mobile computing environment. From this research, it was inferred that
log-in time was very critical on the part of the users when it came to authenticating them.
Additionally, a survey conducted by Condliffe (2016) revealed that the three most common
text-based passwords as at the end of 2015 were ‘123456’, ‘password’ and ‘12345678’. The
primary reason for this situation arose from limitations inherent in human memory. Likewise,
a study done by Zheng, Bai, Huang and Wang (2014) on the iPhone 4-digit passcode revealed
that the top three most popular passcodes were 1234, 0000 and 2580.
These challenges have led researchers such as Shaikh, Pawar and Jadhav (2015) to explore the
use of graphical passwords as an alternative to the text-based passwords as they had been
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shown to have better cognitive features. In particular, this research opted to focus on the
android pattern lock. De Wilde, Spreeuwers and Veldhuis (2015) highlighted that the validity
of a selected Android pattern password had to conform to three important rules which were:
the pattern had connect at least four points, each point could only be used once and lastly that
there were no unused points when two points were connected by a straight line.
Research by Sae-Bae et al. (2012) highlighted three major limitations of the Android Pattern
lock. The first is that the password created had a low entropy making it easy to break. In
addition, Aviv, Gibson, Mossop, Blaze and Smith (2010) highlighted that the password space
of an Android pattern was only able to generate 389,112 possible patterns which can be cracked
using automated brute-force attacks. The second challenge was that they were vulnerable to
smudge attacks. These according to Shahzad, Liu and Samuel (2013) occurred when attackers
were able to extract sensitive information from smudges left on the screen by the user’s fingers.
Additionally, research by Aviv et al.(2010) showed that finger smudges had the probability of
being used to successfully retrieve passwords, PINs and patterns particularly because they were
persistent in time and their retrieval could be done with readily available equipment such as
cameras and computers. The third challenge according to Sae-Bae et al. (2012) was that the
Android pattern lock was susceptible to shoulder-surfing attacks where an attacker could stand
closely to the person unlocking the phone and see the password.
These challenges have motivated researchers to explore the possibility of integrating
biometrics with the Android pattern lock so as to enhance security of the scheme. Xu, Zhou
and Lyu (2014) defined biometrics as the automatic recognition of individuals based on their
physiological and/or behavioral features or characteristics such as Iris, fingerprint, touchstroke
and voice. Xu et al. (2014) additionally stated that a characteristic qualified as a biometric if it
exhibited universality, distinctiveness, permanence and collectability.
Most mobile computing devices today are equipped with touchscreens that can provide
researchers with a rich vein of information. According to Xu et al. (2014), the data that could
be collected included the curve, size, timing and pressure of a touch operation. They further
highlighted that the most frequently used touch operations were the keystroke, pinch and slide.
Xu et al. (2014) are some of the researchers who explored whether the mentioned touch
2

operations could be maximized upon to be used as behavioral biometric features during
authentication. In line with this, this study sought to establish whether the time elements of a
touch operation could be leveraged upon to as a biometric input so as to improve the accuracy
of an Android pattern lock scheme.

1.2 Statement of the Problem
Graphical passwords have been suggested as an alternative to weak text-based passwords since
they can incorporate more cognitive features. However, graphical passwords on mobile devices
have also faced the challenge of low entropy and have been easily compromised through
smudge attacks and shoulder surfing. These challenges can be overcome by incorporating
biometric features during authentication. This study seeks to establish ways in which the
authentication on Android smart phones can be enhanced using multiple touch biometric
features, password complexity and training.

1.3 Purpose of the Study
1.3.1 General Objective
The main objective of this research study is to enhance the accuracy of an existing Android
pattern lock using touchstroke features, password complexity and training to provide a touch
operation biometric system.
1.3.2 Specific Hypotheses
Below are the specific hypotheses that we tested in this research study:
I.

H1: There is a correlation between the number of touchstroke features used and the
accuracy of the touch operation biometric system.
Ho1: There is no correlation between the number of touchstroke features used and the
accuracy of the touch operation biometric system.

II.

H2: There is a correlation between pattern complexity and accuracy of the touch
operation biometric system.
Ho2: There is no correlation between pattern complexity and accuracy of the touch
operation biometric system.
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III.

H3: There is a correlation between user training and accuracy of the touch operation
biometric system.
Ho3: There is no correlation between user training and accuracy of the touch operation
biometric system.

1.4 Importance of the Study
This research study sought to build up on the existing knowledge entailing the accurate
implementation of a touchstroke biometric system. In particular, focus was placed on the time
element, password complexity and user training on a touch operation biometric system and
how this was going to be leveraged upon to aid in the development of accurate touch operation
biometric systems. Additionally, this study sought to further the knowledge on strengthening
graphical password authentication through the use of behavioral biometrics rather than
physiological biometrics which researchers such as Jesse (2015) have highlighted to be cheaper
in terms of their implementation.

1.5 Scope of the Study
The scope of this study was limited to mobile devices that use the Android Operating System
as the graphical pattern-lock application that ordinarily came with such devices was utilized.
This decision was mainly motivated by research conducted by NetMarketShare (2016) who
showed that the Android OS penetration and use was the largest in the smartphone/tablet
industry commanding a 70% market share in comparison to iOS in second place which had a
23% market share as of May 2016. This statistic was critical as it meant that results from the
study were going to be representative of a wide user space of smart devices.
Additionally, this study was limited to the general and specific objectives that were highlighted
above. Finally, it was planned that the entire research study was to be conducted over a period
of 3 months.

1.6 Definition of Terms
Touchstroke Dynamics: This is a behavioral biometric based on the way and rhythm in which
an individual interacted with the touchscreen. (Kamesh & Sakthi Priya, 2014)
Slide: A slide is a finger move on the screen. (Xu et al., 2014)
4

Pinch: A pinch is a two-finger gesture typically used for zooming functionality. (Xu et al.,
2014)
Universality: A word that describes the fact that every person has the characteristic. (Xu et al.,
2014)
Distinctiveness: Any two persons are distinguishable in terms of the characteristic. (Xu et al.,
2014)
Permanence: The characteristic is stable over a period of time. (Xu et al., 2014)
Collectability: The characteristic can be measured in numbers. (Xu et al., 2014)
False Acceptance Rate (FAR): The degree to which that an attacker is wrongly accepted as
the valid user. (Xu et al., 2014)
False Rejection Rate (FRR): The degree to which a valid user is wrongly rejected as an
attacker. (Xu et al., 2014)
Equal Error Rate (EER): The degree to which FAR and FRR are equal. (Xu et al., 2014)
Finger-in-dot Time-Duration in milliseconds from the moment a user’s finger touches a dot
to the moment it exits the dot area. (Angulo & Wästlund, 2012)
Finger-in-between-dots Time- The rate at which the finger moves from one dot to the other.
(Angulo & Wästlund, 2012)

1.7 Chapter Summary
This chapter began by highlighting to us the increasing usage of smart devices in Kenya as was
shown by research by Jumia (2015) who showed that of the 3.1 million devices that they had
sold in 2015, 1.8 million (58%) were smartphones. However, despite the critical nature of these
devices, research by Borkar, Sheikh and Kaware (2016) still showed users implemented weak
text-based passwords to secure them. Graphical passwords, which were fronted as a better
alternative to the text based passwords had limitations such as low password entropy, their
vulnerability to smudge attacks and finally susceptibility to shoulder-surfing attacks. These
5

challenges have motivated researchers to explore the possibility of integrating biometrics with
the Android pattern lock so as to enhance security of the scheme.
The main objective of this research study was to enhance the functionality of an existing
Android pattern lock application that through testing, was going to determine ways of
improving the accuracy of such a system when touch operations (Time Between Dot and Time
on Dot) are extracted as biometric features. The significance of this research study is that it
sought to build up on the existing knowledge entailing the accurate authentication using a touch
operation biometric system and to further the knowledge on strengthening graphical password
authentication using behavioral biometrics.
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CHAPTER 2
2.0 LITERATURE REVIEW

2.1 Introduction
This research study was decomposed into three (3) major hypotheses that we tested using an
Android Pattern Lock application that was enhanced to extract Time on Dot and Time Between
Dot data. They are briefly discussed below:
H1: There is a correlation between the number of touchstroke features used and the accuracy
of the touch operation biometric system; Ho1: There is no correlation between the number of
touchstroke features used and the accuracy of the touch operation biometric system.
H2: There is a correlation between pattern complexity and accuracy of the touch operation
biometric system; Ho2: There is no correlation between pattern complexity and accuracy of the
touch operation biometric system.
H3: There is a correlation between user training and accuracy of the touch operation biometric
system; Ho3: There is no correlation between user training and accuracy of the touch operation
biometric system.

2.2 Number of Touchstroke Features Used and Accuracy
Researchers such as Melicher et al. (2016) have previously put forth arguments that favored
the need to have text-based passwords incorporate multiple character types so as to improve
their security. This meant that in addition to having users utilize a minimum password length
of 8 characters, it was also advisable that they combined multiple character types and variants
such as uppercase, lowercase, numerals and symbols so that their passwords were made
stringer and less susceptible to cracking attempts.
The same school of thought was also put forward for graphical passwords by Alghamdi and
Elrefaei (2015) who sought to incorporate the use of biometrics, and in particular touchstrokes.
This meant that for any biometric characteristic utilized, they suggested that multiple variables
of the characteristic were used so that it made the system more secure. Alghamdi and Elrefaei
(2015) involved the use of a HTC Android phone to collect their data. One device was used
7

for the whole study just to ensure that the data was consistent. Seventeen users were involved
and their requirement was that they were familiar with the Android environment. Some of the
characteristics they were examining were Down Time, Event Time, Hold Time, Up-Down
Time and Down-Down Time.
For the actual experiment, Alghamdi and Elrefaei (2015) extracted features from the first 11
characters that each of their 17 participants typed. There was no specific text that the
researchers were requested to type in. This was to ensure that the information gathered was as
dynamic as possible. According to their statistics, for the 11 characters specified, there were
11 holds, 10 up-downs and 10 down-downs resulting in a total of 31 features total that needed
extraction. Alghamdi and Elrefaei (2015) implemented the Median Vector Proximity (MVP)
classifier to assess the performance of the features acquired. They were able to obtain an Equal
Error Rate of 12.9% with the 31 features. Once they added an additional two features namely
finger size and pressure, the Equal Error Rate value dropped to 12.2% thereby confirming that
more features used resulted in more accurate biometric systems.
Another research that sought to establish whether an increase in the number of features
extracted led to better accuracy of the system was one conducted by Zheng et al. (2014). In
their work, they involved over 80 participants to collect the data they required. To fully analyze
features they sought to extract, they used PINs with varying lengths and degrees of complexity
such as 3-2-4-4, 1-2-5-9-7-3-8-4, 1-2-5-9-8-4-1-6, 1-1-1-1 and 5-5-5-5. Each of the
participants was asked to enter an error-free PIN at least 25 times which would amount to a
total of 11,062 actions collected. For this process, each user’s timing and motion data was
recorded. All the data was collected using a Samsung Galaxy Nexus which Zheng et al. (2014)
were able to ascertain to have a sampling rate on motion sensor readings of about 100Hz. They
made use of Android APIs to detect touch events which include both key-press and key-release.
Between each key-press and key-release, they recorded the raw data of the timestamps,
acceleration, angular acceleration, touch size and pressure. Angular Acceleration and
acceleration were obtained from the API SensorEvent while pressure and touch-size were
obtained from the API MotionEvent. For feature extraction, they computed data from four sets
of features which are acceleration, pressure, time and size. For the 4-digit PIN, they obtained
a total of 40 acceleration features, 8 pressure, 8 touch-size and 12 time features for a total of
8

63 extracted features. For the 8-digit PIN, they obtained a total of 80 acceleration features, 16
pressure, 16 touch-size and 15 time features for a total of 127 extracted features. For their
results, Zheng et al. (2014) obtained an EER value of 3.65% for the 3-2-4-4 PIN, 6.96% for
the 1-1-1-1 PIN, 7.34% for the 5-5-5-5 PIN, 4.55% for the 1-2-5-9-7-3-8-4 PIN and 4.45% for
the 1-2-5-9-8-4-1-6 PIN. From the results obtained, they were able to deduce that the
combination of the four feature sets outperformed individual feature sets because the four
feature sets were able to capture different aspects of the user tapping behaviors thereby being
able to present a more precise and accurate depiction of who the actual user was.
With the above literature considered, this research sought to capitalize on certain gaps that
became evident during the review. The research conducted by Alghamdi and Elrefaei (2015)
involved the extraction of 31 features. While the number of features used helped improve on
the accuracy, therein lay the challenge of processing data from all features extracted, something
that was solved by using a median vector proximity classifier. The downside of using such
classifiers was that it resulted in increased processing overheads which may have resulted in
reduced device performance.
However, this research study involves the use of two measurable touchstroke time variables,
so that the processing overhead is kept to a bare minimum. This is to ensure future integration
of the biometric feature on any low-end smart device is easily achievable without worrying
about the processing overheads. The touchstroke variables used are the finger-in-dot time
(termed as Time on Dot) and the finger-in-between-dots time (called Time Between Dots)
because the time element of a touch operation was been previously shown by researchers such
as Dhage, Kundra, Kanchan and Kap (2015) and Alghamdi and Elrefaei (2015) to produce the
most consistent and actionable information especially when calculating the False Acceptance
Rates (FAR) and False Rejection Rates (FRR). Research using the mentioned variables was
previously conducted by Angulo and Wästlund (2012).
While Angulo and Wästlund (2012) were able to achieve low Equal Error Rates for their data
at 10.39%, their experiment had various inconsistencies such as the use of different Android
phones. The devices they used were the Samsung Galaxy SII, Nexus S, HTC Legend and HTC
Vision. The variations were brought about as a result of the different phones having varying
9

processing capabilities and also the variances in the touch interfaces for the respective phones.
Samsung has been known to utilize the Touchwiz interface, Nexus the Synaptics Interface
while the HTC interface was the Touch Flo or HTC Touch. These different touch interfaces
could have potentially brought about varying input processing capabilities thereby resulted in
highly inconsistent data that was collected. This research sought to mitigate this by involving
the use of only one device so as to ensure that the data collected was highly consistent.
In addition to this, while the research conducted by Zheng et al. (2014) focused on tap
behaviors when users were inputting PINs on a screen, this research focused on the accuracy
of a touch operation especially during input of a graphical password.

2.3 Pattern Complexity and Accuracy
A study that has in the past looked into the effect that password complexity has on accuracy
levels is one by De Luca, Hang, Brudy, Lindner and Hussmann (2012). The first portion of
their research was known as the unlock user study whereby users were required to unlock the
device using four pre-specified movements namely horizontal, vertical, vertical with two
fingers and diagonal. For their analysis, De Luca et al. (2012) implemented a dynamic time
warping (DTW) algorithm which was used to compare two sets (time sequences) of data with
each other. The algorithm worked by looking for similarities between the two sets of data. The
resulting output from the comparison, known as a warp distance, determined how similar a
subsequent input was to the reference set. Consequently, a warp distance of zero meant that
the subsequent input and reference set were identical. The formula De Luca et al. (2012) used
to calculate accuracy was as follows:
Accuracy

=

(Sum of TN + Sum of TP)

(Sum of TN + Sum of TP + Sum of FN + Sum of FP)
True Positives (TP) are defined as the correctly accepted users, True Negatives (TN) the
correctly rejected attackers, False Positives (FP) the wrongly accepted attackers and False
Negatives (FN) the wrongly rejected users.
Because of the small amount of touch screen data that they acquired, these inputs were shown
to have relatively low accuracy levels of 52% for horizontal, 50% for vertical, 37% for vertical
10

with two fingers and 57% for diagonal. Diagonal, which had the longest time series of all the
pre-specified movements returned the highest accuracy levels.
It is the above challenge of working with a small amount of touch screen data that resulted in
De Luca et al. (2012) implementing the second portion of their research known as password
pattern user study which started with 38 participants. Three different categories of patterns
were deployed: easy, medium, hard. Easy pattern consisted of simple strokes only. Medium
patterns had one stroke for which a point had to be skipped while hard patterns had at least two
skips. When each participant had performed their 21 inputs, the logged data was copied. De
Luca et al. (2012) used Dynamic Time Warping (DTW) algorithm, as described above, for
their data analysis. Their results showed that the average accuracy improved to 77% with a
False Rejection Rate (FRR) figure of 19% and a False Acceptance Rate (FAR) value of 21%.
The results obtained by De Luca et al. (2012) helped to reinforce the impact that a longer time
series has on the accuracy of their authentication scheme. This is because their password
pattern user study which involved acquisition of longer touch screen data resulted in the
improvement of accuracy levels by an average of 20% to peak at 77% as compared to the
unlock user study that obtained only a peak accuracy value of 57% with the diagonal input.
In addition to this, another research was conducted by Zheng et al. (2014). For their results,
they obtained an EER value of 3.65% for the 3-2-4-4 PIN, 6.96% for the 1-1-1-1 PIN, 7.34%
for the 5-5-5-5 PIN, 4.55% for the 1-2-5-9-7-3-8-4 PIN and 4.45% for the 1-2-5-9-8-4-1-6
PIN. With a high EER value in the 1-1-1-1 and 5-5-5-5 PINs, they were able to deduce that a
PIN with a higher degree of repetition among the values reduced the behavioral feature
differences during tapping thereby leading to a less accurate verification result
With the above review done, this research sought to ascertain the touchstroke time variance
between two password inputs of the same user when both simple and complex patterns were
utilized as this was to help build a case for the use of complex graphical passwords when the
time element of a touch operation was factored in as a biometric.
As highlighted in the research by Zheng et al. (2014), the PINs which had a high degree of
repetition had high EER values (less secure) while those with a lower degree of repetition had
low EER values (more secure). With reference to this study, this research sought to establish
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whether the same phenomenon would have befallen the selected simple and complex graphical
passwords through measurement of touchstroke time variables rather than the PIN passwords
that were measured by Zheng et al. (2014). The touchstroke time variables used for the variance
measurement were the Time Between Dots (TBD) and Time spent On the Dot (TOD) because
the time element of a touch operation has been previously shown by researchers such as Dhage
et al. (2015) and Alghamdi and Elrefaei (2015) to produce the most consistent and actionable
information especially when it was used to calculate the False Acceptance Rates (FAR) and
False Rejection Rates (FRR).
Another motivation for this particular study objective arose from some research design flaws
that appeared in studies conducted by De Luca et al. (2012). In their study, the participants
were to run the applications on their respective devices. This could have potentially affected
the input time information gathered due to the varying processing capabilities of the devices
used by participants. However, this research study mitigated this by having the data gathered
from one device so as to ensure it was consistent. In addition to this, while De Luca et al.
(2012) were able to show that acquisition of longer touch screen data resulted in improved
accuracy, they did not show the individual accuracy levels that the easy, medium and hard
patterns had. This is what this research objective sought to show by investigating whether
pattern complexity (comparison between a simple and complex password) had an effect on the
accuracy.

2.4 User Training and Accuracy
A study that has in the past looked into the effect that training has on accuracy levels is one by
De Wilde et al. (2015) where they explored how user inputs evolved over the course of time
when the user was requested to repeatedly entered the same pattern.
For their methodology, De Wilde et al. (2015) enlisted some students to develop an application
known as ‘Touch Signature’. The participants in the study were to install the application on
their devices and draw a predetermined pattern, ten times every day for a total of eight days.
The application kept track of where the finger touched the screen, the time it took to draw the
pattern (measured in milliseconds), pressure from the finger on the screen and the area that
was touched by the finger. A total of 144 individuals participated in the study. From the data
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obtained, De Wilde et al. (2015) were able to plot some graphs representing their findings. The
pressure vs time, area vs time, x-coordinate vs time and y-coordinate vs time graphs all showed
a decrease in time over the course of the study duration between day 1 and day 8. This showed
a general improvement in the user inputs for the pattern that they had been given.
However, there was a note of concern in the data gathered. They noticed that the deviations
between the different measurements of one individual were great for the pressure and area
variables while those of the x- and y-coordinate and time had minimal variations and these
were therefore selected to perform the analysis. The results of this analysis were used to obtain
a True Match Rate (TMR) as a function of the False Match Rate (FMR). This figure was used
to plot Receiver Operating Characteristic (ROC) curves. The closer the curve was to the upper
left corner, the more accurate the classifier was and likewise translated to a more accurate
system. This is what was achieved from the data obtained thereby showing that performance
improved over the course of the study duration.
Another research that sought to obtain accuracy figures in relation to user training was one
conducted by Zheng et al. (2014). They established two parameters that they were going to use
for the verification accuracy. These were: one class learning (number of actions in training)
and the threshold. Zheng et al. (2014) were able to observe that by increasing the number of
actions in user training, the user behavioral patterns became more precise. This finding was
backed up by a chart they plotted which highlighted that the average Equal Error Rate (EER)
showed a decrease as more user actions were included during training. In addition to this, the
accuracy for all the five PINs that were being input remained at the same level after 20 user
actions. This finding helped put forth an argument that as more user actions were added in the
training, there was a diminishing gain in accuracy. This research by Zheng et al. (2014)
additionally highlighted that user training went a long way in improving the accuracy of the
system.
However, this research study adopted a different approach. The above literature studied did
not analyze the impact that a lack of prior training would have had on the accuracy of the
system. As a remedy, this study seeks to gather various input times from participants who have
no prior training and the accuracy values compared with those users who have been trained on
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the system. The data collected from this objective helps determine if user training is a necessity
in enhancing accuracy of the touch input as a biometric.

2.5 Conceptual Framework
This study postulates that the number of touch operation variables, password complexity and
user training have an impact on authentication accuracy. The relationship between these
variables is described in the sections below:
2.5.1 Description of Variables
The following are the descriptions of the variables that we considered to be critical towards
the formulation of a conceptual framework.
Touch Operation Accuracy-Accuracy is defined as the degree to which the system is going
to be exact or correct during authentication. Ascertaining accuracy of the touch operation was
achieved through the determining of False Acceptance Rates (FAR), False Rejection Rates
(FRR) and calculation of Accuracy as described by De Luca et al. (2012).
Calculation of Accuracy is based on the formula by De Luca et al. (2012) as follows:
Accuracy

=

(Sum of TN + Sum of TP)

(Sum of TN + Sum of TP + Sum of FN + Sum of FP)
True Positives (TP) are the correctly accepted users, True Negatives (TN) the correctly rejected
attackers, False Positives (FP) the wrongly accepted attackers and False Negatives (FN) the
wrongly rejected users.
User Training-This is defined by BusinessDictionary (2016) as an organized activity that
seeks to impart information on a recipient that would improve their performance related to any
given task. Researchers such as Zheng et al. (2014) have conducted experiments that involved
user training.
Pattern Complexity- Cornell (2012) defines a complex text-based password as one which is
defined by length (minimum of 8 characters), involves the use of upper case letters, lower case
letters, numbers and special characters in an attempt to enhance its security. For the pattern14

based graphical passwords such as the Android lock, De Luca et al. (2012) defined three
different categories of patterns that they deployed: easy, medium and hard. Easy pattern
consisted of simple strokes only. Medium patterns had one stroke for which a point had to be
skipped while hard patterns had at least two skips. For this study, the pattern complexity is
determined by the non-obvious pattern directions incorporated and the number of points used.
Touchstroke Time-Variables-These are the time elements of a touch operation that are
extracted for further analysis. For this study, they include time spent between dots (TBD) and
time spent on a dot (TOD) as was highlighted by Angulo and Wästlund (2012). Others defined
by Alghamdi and Elrefaei (2015) but not used for this study are Down-Time, Event Time, Hold
Time, Up-Down Time and Down-Down Time.
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2.5.2 Conceptual Framework
Based on the above description of the variables, the below conceptual framework was
developed for this study:
Touchstroke time-variables
 Time between points
 Time spent on point

H1

Pattern Complexity
 Number of Points
 Direction of Input

Touch Operation Accuracy




H2

FAR
FRR
Accuracy Calculation

H3
User Training
 Pre-Training time
 Post Training time

Independent Variables

Dependent Variable

2.6 Chapter Summary
Based on the literature review discussions, gaps were established which this research study
sought to close through the formulation and testing of hypotheses. The hypotheses formulated
were: H1: There is a correlation between the number of touchstroke features used and the
accuracy of the touch operation biometric system; Ho1: There is no correlation between the
number of touchstroke features used and the accuracy of the touch operation biometric system;
H2: There is a correlation between pattern complexity and accuracy of the touch operation
biometric system; Ho2: There is no correlation between pattern complexity and accuracy of the
touch operation biometric system; H3: There is a correlation between user training and
accuracy of the touch operation biometric system; Ho3: There is no correlation between user
training and accuracy of the touch operation biometric system.
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CHAPTER 3
3.0 METHODOLOGY
3.1 Introduction
The methodology used in this research seeks to obtain comprehensive results that can later be
analyzed to confirm the degree to which the general and specific objectives have been met.
This section describes the research design used which is quasi-experimental. The population
and sampling design section describes the sampling frame, sampling techniques that are used
and finally the sample size. Data collection methods, research procedures and data analysis
methods are also discussed. Finally, the summary concludes by giving a brief overview of what
the chapter covers.

3.2 Research Design
According to Zikmund (2010), experimental designs involve four major design elements.
These include manipulation of the independent variable(s), selection and measurement of the
dependent variable(s), selection and assignment of experimental subjects and control over
extraneous variables.
The specific type of experimental design that is implemented in this research study is a quasiexperimental design which involves a static group design. According to Zikmund (2010), in a
static group design, each of the subjects are identified as being either a member of either the
control group or the experimental group. Zikmund (2010) further defines a control group as
one where no experimental treatment is administered whereas an experimental group involves
administering of the experimental treatment.
Where X = exposure of a group to an experimental treatment and O = observation or
measurement of the dependent variable, we deduced the following:
Control group:
Experimental group:

O1
X

O2

This research study also involves the implementation of a cross-sectional approach whereby
comparisons are made at a single point in time as highlighted by Research-Excellence (2015).
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The main reason as to why a cross-sectional approach is selected is because it suits the limited
research period of three (3) months. Data collection methods that are employed involve the use
of an Android pattern lock application that is enhanced to collect the Time Between Dot (TBD)
and Time on Dot (TOD) data from user input.

3.3 Population and Sampling Design
3.3.1 Population
The study population is primarily from all United States International University - Africa
(USIU-A) students, members of faculty and non-teaching staff from the Chandaria School of
Business, School of Humanities and Social Sciences and School of Pharmacy and Health
Sciences. However, this study excludes the School of Science and Technology because they
may have had a technical advantage over a common representative user in the population. Two
main age demographic groups are targeted namely: millennials and the old - both of whom
need to be familiar with android powered smart devices. The reason the population is limited
to Android powered smart devices is because the study makes use of a modified Android
pattern lock application that extracts the behavioral biometric measurements that we analyzed
in the study.
3.3.2 Sampling Design
A primary concern when sampling is the validity of the data that is acquired. Validity according
to Zikmund (2010) is the extent to which the results are generalizable to other scenarios with
other individuals and also the degree to which the interpretation of results of study are directly
derived from the study itself. With validity being of primary concern, it is important to analyze
the sampling frame, sampling technique and sample size to be employed.
3.3.2.1 Sampling Frame
Zeepedia (2016) defines the sampling frame also known as the working population to be the
list of individuals or elements from where the sample is drawn and works with operationally.
For this study, the sampling frame is composed of United States International University Africa (USIU-A) students, members of faculty and non-teaching staff who constituted the two
age groupings and gender classification.
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3.3.2.2 Sampling Technique
Sampling techniques, according to Adam (2016), can either be broken down into nonprobability or probability sampling. With non-probability sampling, selection of the sample
group is the task of the researcher. This is the type of sampling that is implemented in this
study particularly due to the limited time that is allocated for the study and resources that were
available. The specific type of non-probability sampling used is convenience sampling as it
allowed the involvement of subjects who are most accessible and easiest to engage thereby
helping to significantly cut down on time that is spent in the data collection process. However,
it is acknowledged that non-probability sampling may have the tendency of resulting in bias
during data collection and as such it would not be safe to assume that the sample group gave a
correct representation of the target group.
3.3.2.3 Sample Size
A within-subjects design involving repeated measures is implemented when testing H1 and Ho1
hypotheses thereby resulting in the same 8 subjects used for all measures across both the
control and experimental groups as highlighted in Table 1 below:
Table 1:Hypothesis 1 Demographics

Control Group
Simple Password (TBD)
Blocking variable
(Gender)
Male

Blocking variable
(Age)
Millennials (<35)
Old (>35)

Female

Millennials (<35)
Old (>35)

Total

Experimental
Group
Simple Password
(TBD+TOD)

2
2

2
2

2
2
8

2
2
8

During testing of H2 and Ho2 hypotheses, a within-subjects design involving repeated measures
is implemented thereby resulting in the same 8 subjects used for all measures across both
experimental groups as shown in Table 2 below. The control group when testing H2 and Ho2
hypotheses were the same set of 8 subjects used when testing H1 and Ho1 hypotheses.
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Table 2:Hypothesis 2 Demographics

Experimental Group
Complex Password (TBD)
Blocking
variable
(Gender)
Male

Female

Complex
(TBD+TOD)

Password

Blocking
variable (Age)
Millennials
(<35)
Old (>35)

2

2

2

2

Millennials
(<35)
Old (>35)

2

2

2
8

2
8

Total

Testing of H3 and Ho3 hypotheses involves the selection of a new set of 4 subjects for the
experimental group to eliminate the possibility of training through exposure to previous
procedures. This is highlighted in Table 3 below. The control group here was the set of first
four subjects used when testing H2 and Ho2 hypotheses.
Table 3:Hypothesis 3 Demographics

Experimental Group
Complex
Password
Training (TBD)
Blocking
(Gender)
Gender

Age
Total

variable

Blocking variable
(Age)
Male
Female
Millennials (<35)
Old (>35)

with

Complex Password with
Training (TBD+TOD)

1
1

1
1

1
1
4

1
1
4

This translates to an overall sample size of 12 subjects who give a total of 2,096 feature
extracted data which includes Time Between Dots (TBD) and Time on Dot (TOD). Selection
of 12 subjects is backed by a research conducted by Miluzzo, Varshavsky and Balakrishnan
(2012) who conducted their research using 10 subjects and were able to obtain a total of 40,000
tap samples for their analysis having extracted both accelerometer and gyroscope data. Other
researchers who also extracted a lot of features from few individuals were Beton, Marie,
Rosenberger, Beton and Rosenberger (2013) who were able to obtain 120 intra-class
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authentication attempts and 1470 inter-class attempts (simulating attacks) from 15 subjects.
Because of the depth of this research, it was concluded that the 12 subjects selected were going
to provide sufficient data.

3.4 Data Collection Methods
Data collection for this research study involved acquiring the Time on Dot (TOD) and Time
Between Dot (TBD) data from a modified Android Patter-lock application during user pattern
input.

3.5 Research Procedures
This research project involves the use of previous case studies and research journals in the
subject area of graphical passwords which are important in formulating the hypotheses which
this research study examines. The study population is determined to be primarily from the
United States International University-Africa population, made up of students, faculty and nonteaching staff from the Chandaria School of Business, School of Humanities and Social
Sciences and School of Pharmacy and Health Sciences. A total sample size of 12 subjects is
proposed for this study.
It is also very critical that errors are reduced during data collection. One of the key errors that
plague experimental designs are systematic errors which Zikmund (2010) highlights as errors
that occur when extraneous variables or conditions of administering the experiment are
allowed to influence the dependent variables. This results in a confound which is described as
the there being an alternative explanation beyond the experimental variables for any changes
that are observed in the dependent variable. As such, this research study is keen to administer
the experimental treatment during similar time slots over the data collection duration. This is
during class breaks as it is assumed that the students or faculty who are met at this time do not
be have any hurried commitments and are therefore in a position to fully partake in the data
collection process.
Additionally, in the quest to reduce errors, demand characteristics which have a potential of
influencing the results were addressed. Demand characteristics are described by Zikmund
(2010) as experimental design elements that unintentionally provide subjects with hints about
the research hypothesis. It was therefore necessary that the hypotheses were not revealed to the
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subjects before data collection as it would have a Hawthorne effect on the results. Another way
in which the effect of demand characteristics is reduced is to isolate the experimental subjects.
This is achieved by targeting subjects from different faculties such as the School of Pharmacy
and Chandaria School of Business.
Finally, once the data is collected, it was necessary to debrief the experimental subjects on the
purpose of the experiment. This is important as it is shown by Zikmund (2010) to help in
reducing the negative effects of deception that accompany a lack of disclosure.

3.6 Data Analysis Methods
One of the analysis methods proposed is the Dynamic Time Warping (DTW) algorithm.
Heimark (2012) defines the Dynamic Time Warping as an Algorithm that compares two
vectors that vary in time and speed. The algorithm works by finding an optimal path between
the two vectors and is extensively used within fields of biometrics such as speech recognition,
gait recognition and fingerprint verification. De Luca et al. (2012) further states that the
resulting output from the comparison, known as a warp distance, determines how similar a
subsequent input is to the reference set. Consequently, a warp distance of zero means that the
subsequent input and reference set are identical. Closer to our study, DTW was used by Beton
et al.(2013) and De Luca et al. (2012) to analyze their features. The DTW values are pivotal
especially when it comes to calculating the False Acceptance Rates (FAR), False Rejection
Rates (FRR) and Accuracy as described by De Luca et al. (2012).

3.7 Chapter Summary
This chapter outlines the key elements of the research methodology. The specific type of
experimental design that is implemented in this research study is a quasi-experimental design
which involves a static group design. Additionally, cross-sectional samples for analysis are
taken because they can be obtained within the brief allocated project research study period of
three (3) months. The study population is United States International University-Africa (USIUA) students, faculty and staff from the Chandaria School of Business, School of Humanities
and Social Sciences and School of Pharmacy and Health Sciences. This study excludes the
School of Science and Technology because they may have a technical advantage over a
common representative user in the population.
22

A within-subjects design involving repeated measures is used when testing H1, Ho1, H2 and Ho2
hypotheses thereby resulting in a total of 8 subjects used. Testing of H3 and Ho3 hypotheses
involved the selection of a new set of 4 subjects to eliminate the possibility of training through
exposure to previous procedures. This translated to an overall sample size of 12 subjects who
gave a total of 2,096 feature extracted data which include Time Between Dots (TBD) and Time
on Dot (TOD). The analysis algorithm used was the Dynamic Time Warping (DTW). The
DTW values were pivotal when calculating the False Acceptance Rates (FAR), False Rejection
Rates (FRR) and Accuracy measures as described by De Luca et al. (2012).
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CHAPTER 4
4.0 SYSTEM IMPLEMENTATION
4.1 Introduction
This chapter focuses on describing the model in detail, and the processes that are used in its
design. To further help in highlighting this, the chapter is broken down into various subchapters, each of which focuses on a specific area in relation to the model as follows: Section
4.2 deals with Analysis which describes in detail how requirements elicitation is conducted to
arrive at the model requirements. Section 4.3 describes how the implementation of an Android
pattern lock system that captures touch operation biometric features is done. Analysis models
such as use cases, activity diagrams and class diagrams are utilized to help describe the
architecture better. Additionally, some of the tools used in development are highlighted.
Section 4.4 is dedicated to proof of concept/testing to ascertain that the system is able to gather
data critical to the research study. Finally, section 4.5 summarizes what is achieved in this
chapter.

4.2 Analysis
A comprehensive literature review helped in coming up with hypotheses which were tested
and they are: H1: There is a correlation between the number of touchstroke features used and
the accuracy of the touch operation biometric system; Ho1: There is no correlation between the
number of touchstroke features used and the accuracy of the touch operation biometric system;
H2: There is a correlation between pattern complexity and accuracy of the touch operation
biometric system; Ho2: There is no correlation between pattern complexity and accuracy of the
touch operation biometric system; H3: There is a correlation between user training and
accuracy of the touch operation biometric system; Ho3: There is no correlation between user
training and accuracy of the touch operation biometric system.
Additionally, the features that were established through literature review that the application
was going to extract were Time on Dot (TOD) and Time Between Dot (TBD).

4.3 Modeling and Design
According to Moncusí (2011), conceptual modeling, an early activity of the software
development process, is closely related to requirements engineering as it tries to gather,
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organize, and classify the relevant, general information of a domain. Conceptual schemas are
therefore easier to understand than the actual software largely because of their higher level of
abstraction.
For this research, one of the modeling languages that is utilized is the Unified Modeling
Language (UML) which is a standardized, graphical, general-purpose modeling language
maintained by the Object Management Group (OMG). UML diagrams designed for this
research study are the Class Diagram, Use Case Diagram and Activity Diagram. Each is
described in more detail below:
4.3.1 Class Diagram
Fakhroutdinov (2016) describes a class diagram as a static diagram that primarily represents
the static view of an application. This diagram also helps describe the attributes and operations
of a class and any constraints that are imposed on the system. A class diagram could also be
known as a structural diagram.
For the class diagram, the classes established are the Android Pattern Lock (main class), Timer
class and Time class which is composed of the TOD (Time on Dot) and TBD (Time Between
Dots) classes. Figure 1 below illustrates this:
Android Pattern Lock

Timer
-TBD : DateTime
-TOD: DateTime
+ Time ()

+ main() : void

Time
+Display TBD ()
+Display TOD ()

TOD

TBD

+Calculate () : void

+Calculate () : void

Figure 1-Class Diagram
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4.3.2 Use Case Diagram
According to Fakhroutdinov (2016), use case diagrams are primarily designed for high level
requirement analysis of a system. The functionalities of the system are captured by the use
case. Key items that Fakhroutdinov (2016) highlights to be of utmost importance when
designing use case diagrams are the functionalities to be represented, the actors and finally
relationships among the actors and use cases.
For this research project, the established use cases and relationships are pattern input which
includes pattern input time. Time on dot and time between dots are both extended by the pattern
input time. The actor is the user. Figure 2 below illustrates the use case diagram:

Time On Dot

User
<<extend>>

Pattern Input

<<include>>

Pattern Input Time

<<extend>>

Time Between Dots

Figure 2-Use Case Diagram

4.3.3 Activity Diagram
According to Fakhroutdinov (2016), activity diagrams are designed to highlight the dynamic
behavior of a system. They show message flow from one activity to another. An activity is
defined by Fakhroutdinov (2016) as a particular operation of the system. Figure 3 below
illustrates the activity diagram that is implemented for this system:
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Figure 3-Activity Diagram

4.4 Proof of Concept
An Android pattern lock application that captures the identified touch operation biometric
variables is designed using Android Studio installed on a HP laptop with a core i5 2 GHz
processor, 4GB RAM and 256GB SSD. Android Studio is used to modify an Android pattern
lock application so that it records the Time on Dot and Time Between Dot data. This data is
stored by the application in a SQLite database and can be exported to a text file or HTML
format file. Initial testing and running of the application is done using the inbuilt Android
Studio Emulator which requires that the processor can handle a virtualization environment.
The application took 3 weeks to build.
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1. Figure 4 highlights the interface that users interact with. It has the pattern-input
recording capability embedded in it. Additionally, the application is modified to
generate a set of results from the user input as illustrated by figure 5. Some of the
statistics that can be generated are path stats (Time between dots), button stats (Time
on dot) and grouped stats (Time on dot+ time between dots).

Figure 4: User Interface

Figure 5: Generate Statistics

2. Figures 6 and 7 below show the html output files for the time spent on dot (TOD) and
Time Between Dot (TBD) for the two pattern inputs. This is a repetition of the 1-2-58-9 sequence which was the path taken for our demo pattern input.

Figure 6: Time on Dot HTML output

Figure 7: Time Between Dot HTML output
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4.5 Chapter Summary
In this chapter, sufficient requirements analysis for the application was conducted. This was
largely aided by researchers such as Dhage, Kundra, Kanchan and Kap (2015), De Luca et al.
(2012) and Alghamdi and Elrefaei (2015) who showed that the time element of a touch
operation produced the most consistent and actionable information especially when it was used
to calculate the False Acceptance Rates (FAR), False Rejection Rates (FRR) which were all
vital figures when establishing the accuracy of a biometric system. In line with this, Time
between dots (TBD) and time spent on dot (TOD) as described by Angulo and Wästlund (2012)
were settled upon to be the data that our application extracted per user input.
Various UML diagrams were also designed which were important when modeling the
application. The diagrams were the class, use case and activity diagrams. Finally, a proof of
concept was done to show that the application that was designed was able to collect the required
data as was defined in the requirements analysis. This data was the Time between dots (TBD)
and Time spent on dot (TOD) as was described by Angulo and Wästlund (2012).
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CHAPTER 5
5.0 RESULTS AND FINDINGS
5.1 Introduction
The main objective of this research study was to enhance the functionality of an existing
Android pattern lock application that through testing was to help in determining ways of
improving the accuracy of such a touch operation biometric system when Time on Dot (TOD)
and Time Between Dot (TBD) are extracted as biometric features. Additionally, the specific
hypotheses tested were: H1: There is a correlation between the number of touchstroke features
used and the accuracy of the touch operation biometric system; Ho1: There is no correlation
between the number of touchstroke features used and the accuracy of the touch operation
biometric system; H2: There is a correlation between pattern complexity and accuracy of the
touch operation biometric system; Ho2: There is no correlation between pattern complexity and
accuracy of the touch operation biometric system; H3: There is a correlation between user
training and accuracy of the touch operation biometric system; Ho3: There is no correlation
between user training and accuracy of the touch operation biometric system.
The study population was drawn primarily from all individuals in the USIU community
excluding those from the School of Science and Technology. This research involved the use
of convenience sampling whereby subjects who were most accessible were engaged,
something that helped cut down on time that was spent collecting the data. A within-subjects
design involving repeated measures was incorporated when testing H1, Ho1, H2 and Ho2
hypotheses thereby resulting in a total of 8 subjects used. Testing of H3 and Ho3 hypotheses
involved the selection of a new set of 4 subjects to eliminate the possibility of training through
exposure to previous procedures. This translated to an overall sample size of 12 subjects who
gave a total of 2,096 feature extracted data which included Time Between Dots (TBD) and
Time on Dot (TOD).
5.1.1 Android Pattern-lock Application
The application that was used to collect the data was a standard Android Pattern lock system
with a 3 by 3 grid which was modified accordingly to capture the Time Between Dots (TBD)
and Time on Dot (TOD) features of the users.
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5.1.2 Simple and Complex Password Input
Input of the simple password involved the user sequentially touching the pattern lock points in
the order, 1-2-5-8-9 making a total of 5 points. Additionally, input of the complex password
involved the user sequentially touching the pattern lock points in the order, 7-5-9-6-2-1-4.
Research study by Beton et al (2013) helped guide us in the selection of these points. Figures
8 and 9 below illustrate the simple and complex password as input by the user:

Figure 8: Simple Password

Figure 9:Complex Password

5.1.3 Dynamic Time Warping (DTW)
A major downside of the algorithm as run in MATLAB R2016b software was that it only
allowed for the input of two vectors at a time before running the algorithm as highlighted in
figure 10 below. This initially was a very slow process of analyzing the data, especially
considering that there was time data from 2,096 touched points that needed analysis.

Figure 10: DTW Algorithm Matlab Output

31

This necessitated the design of a java application, based on the same algorithm by Mico (2012)
which permitted the running of multiple pairs of input at a go and hence made the analysis a
much faster process. A screen shot of the same is shown in figure 11 below:

Figure 11:DTW Algorithm Java Implementation

5.2 Number of Touchstroke Features Used and Accuracy
The hypotheses being tested here were: H1: There is a correlation between the number of
touchstroke features used and the accuracy of the touch operation biometric system; Ho1: There
is no correlation between the number of touchstroke features used and the accuracy of the touch
operation biometric system.
To obtain the reference set, each of the captures for a particular user was compared to the other
using DTW. The outputs in the matrix, as shown in table 4, were then used to calculate the
mean and standard deviation. These two values were used to calculate the upper boundary
which defined the limit to which unlocks were determined to be valid. This upper boundary
was calculated by summing up the mean and standard deviation values. In our case, the upper
boundary value for user 1 was 0.172587 as highlighted in table 5 below.
All the captures that were below the upper boundary value were considered to be the True
Positive (TP) inputs for the user while those that were above the upper boundary value were
the False Negative (FN) inputs for the user. Figure 12 goes ahead to illustrate this. De Luca et
al. (2012) defined True Positives (TP) as the correctly accepted users and False Negatives (FN)
as the wrongly rejected users. These two values were used to determine the False Rejection
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Rate (FRR) for the user. De Luca et al. (2012) defined a formula that was used to calculate the
FRR value and it is highlighted below:
False Rejection Rate (%) = 100 * (Sum of FN)
(Sum of FN + Sum of TP)
Table 4:Genuine User 1 reference set

Genuine User1

1

2

3

4

5

6

1141

1143

923

876

849

1380

1

1141

0

2

1143

0.000004

0

3

923

0.0475

0.0484

0

4

876

0.0702

0.0713

0.0022

0

5

849

0.0853

0.0864

0.0055

0.000729

0

6

1380

0.0571

0.0562

0.2088

0.254

0.282

Table 5: Genuine User 1 Upper Boundary

Avg

0.085042

Std Dev

0.087545

U Boundary

0.172587

Genuine User 1

0.3

plot 1

0.25

Upper Boundary

0.2
0.15
0.1
0.05
0
0

2

4

6

8

10

12

Figure 12: Objective 1: Genuine User 1 Chart
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Attacking User 1
The aim here was to simulate a scenario where User 1 inputs were matched against inputs from
the other 7 subjects so as to establish the number of inputs that would fall below the upper
boundary (falsely accepted) and those that would fall above the upper boundary (correctly
rejected).
With reference to the table 6 below, the values in the row header were those of User 1 while
those in the column header were those of User 2, whose values we used to ‘attack’ User 1.
Each User 1 capture was compared to the corresponding User 2 captures using DTW and the
resultant output inserted in the corresponding cell of the matrix.
A scatter diagram chart, as shown in figure 13, was then drawn using these values with the
upper boundary established during generation of the reference set also included. This helped
us determine the number of User 2 inputs that were correctly rejected (True Negatives) and
those that were wrongly accepted (False Positives). De Luca et al. (2012) defined True
Negatives (TN) as the correctly rejected attackers and False Positives (FP) as the wrongly
accepted attackers. These two values were used to determine the False Acceptance Rate (FAR)
for the user. In relation to this, De Luca et al. (2012) defined a formula that was used to
calculate the FAR value and it is highlighted below:
False Acceptance Rate (%) =

100 * (Sum of FP)
(Sum of FP + Sum of TN)

The procedure of attacking User 1 was repeated with all the other Users (2-8) and the
subsequent matrices and scatter diagrams generated accordingly as shown below:
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Table 6: Attacking User 1 with 2

Attack 1 with 2

1

2

3

4

5

6

401

472

457

512

468

674
0.2181

1

1141

0.5476

0.4476

0.4679

0.3956

0.4529

2

1143

0.5506

0.4502

0.4706

0.3982

0.4556

0.22

3

923

0.2725

0.2034

0.2172

0.1689

0.207

0.062

4

876

0.2256

0.1632

0.1756

0.1325

0.1665

0.0408

5

849

0.2007

0.1421

0.1537

0.1136

0.1452

0.0306

6

1380

0.9584

0.8245

0.8519

0.7534

0.8317

0.4984

Attack 1 with 2
1
plot 1

0.9

Upper Boundary

0.8
0.7
0.6
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0.3
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0.1
0
0
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10

15
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30

35
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45

Figure 13:Attack 1 with 2 chart

User 1 Summary Table
Table 7 was generated once User 1 had been ‘attacked’ by all the other users. It helped
summarize how User 1 faired in terms of the two main calculations that were established above,
namely False Acceptance Rate (FAR) and the False Rejection Rate (FRR).
Accuracy (%) = 100 *

(Sum of TN + Sum of TP)
(Sum of TN + Sum of TP + Sum of FN + Sum of FP)
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Table 7: User 1 Summary Table
User 1
True Positives

False Negatives

True Negatives

False Positives

Accuracy

12

3

144

108

58%

False Rejection Rate (FRR)

False Acceptance Rate (FAR)

20%

43%

Summary tables were similarly generated for the other users. A similar procedure was then
followed when an extra feature (Time on Dot) was extracted. Table 8 shows a summary for all
data when examining hypothesis H1/Ho1.
Table 8:H1/Ho1 Summary Table
User

Control (TBD)

Experiment (TBD+TOD) Accuracy

FAR

FRR

Accuracy

FAR

FRR

Accuracy

1

20%

43%

58%

20%

28%

72%

2

27%

39%

62%

20%

63%

40%

3

13%

32%

69%

13%

57%

45%

4

20%

54%

48%

20%

40%

61%

5

20%

22%

83%

20%

14%

86%

6

13%

11%

94%

13%

45%

57%

7

27%

36%

65%

13%

63%

40%

8

20%

34%

67%

20%

1%

98%

Avg.

20%

34%

68%

17%

39%

62%

5.3 Pattern Complexity and Accuracy
The hypotheses being tested were H2: There is a correlation between pattern complexity and
accuracy of the touch operation biometric system; Ho2: There is no correlation between pattern
complexity and accuracy of the touch biometric system.
With the same methodology followed, the below summary table 9 was obtained when only one
feature (Time Between Dots) was extracted.
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Table 9:H2/Ho2 One Feature Summary Table
User

Control (Simple Password)

Experiment (Complex Password)

FAR

FRR

Accuracy

FAR

FRR

Accuracy

1

20%

43%

58%

33%

85%

18%

2

27%

39%

62%

20%

71%

31%

3

13%

32%

69%

13%

16%

84%

4

20%

54%

48%

20%

9%

91%

5

20%

22%

83%

20%

55%

47%

6

13%

11%

94%

20%

27%

73%

7

27%

36%

65%

20%

32%

69%

8

20%

34%

67%

20%

60%

43%

Avg.

20%

34%

68%

21%

44%

57%

When two features (Time Between Dots and Time on Dot) were extracted, the below summary
table 10 was obtained:
Table 10:H2/Ho2 Two Features Summary Table showing improved accuracy
User

Control (Simple Password)

Experiment (Complex Password)

FAR

FRR

Accuracy

FAR

FRR

Accuracy

1

20

28

72%

33

61

40%

2

20

63

40%

27

9

90%

3

13

57

45%

13

27

74%

4

20

40

61%

13

8

92%

5

20

14

86%

27

57

45%

6

13

45

57%

27

23

77%

7

13

63

40%

27

29

71%

8

20

1

98%

20

41

60%

Avg.

17%

39%

62%

23%

32%

69%

5.4 User Training and Accuracy
The hypotheses being tested here were H3: There is a correlation between user training and
accuracy of the touch operation biometric system; Ho3: There is no correlation between user
training and accuracy of the touch operation biometric system.
With the same methodology followed, the below summary table 11 was obtained when only
one feature (Time Between Dots) was extracted.
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Table 11:H3/Ho3 One Feature Summary Table
User

Control (No Training)

Experiment (Training)

FAR

FRR

Accuracy

FAR

FRR

Accuracy

1

33%

85%

18%

15%

3%

95%

2

20%

71%

31%

12%

25%

77%

3

13%

16%

84%

15%

26%

76%

4

20%

9%

91%

14%

23%

78%

Avg.

22%

45%

56%

14%

19%

82%

When two features (Time Between Dots and Time on Dot) were extracted, the below summary
table 12 was obtained:
Table 12:H3/Ho3 Two Features Summary Table
User

Control (No Training)

Experiment (Training)

FAR

FRR

Accuracy

FAR

FRR

Accuracy

1

33%

61%

40%

9%

71%

38%

2

27%

9%

90%

15%

46%

58%

3

13%

27%

74%

16%

0.7%

98%

4

13%

8%

92%

12%

55%

51%

Avg.

23%

32%

69%

13%

43%

61%

5.7 Chapter Summary
This chapter began by highlighting that there was an overall sample size of 12 subjects who
gave a total of 2,096 feature extracted data which included Time Between Dots (TBD) and
Time on Dot (TOD). It was also highlighted how the Upper boundary, False Rejection Rate
(FRR), False Acceptance Rate (FAR) and Accuracy were calculated.
Results for H1 revealed an increase in accuracy by lowering the False Rejection Rate (FRR)
from 20% to 17% when an additional time feature was used. However, the False Acceptance
Rates (FAR) increased from 34% to 39% leading to an overall decline in accuracy from 68%
to 62%. This could be attributed to the DTW failing to manage the effect of outliers. The H1
hypothesis was therefore rejected.
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Results for H2 when using two touchstroke features (Time Between Dot and Time on Dot)
showed a 7% increase in accruracy from 62% in the case of a simple password to 69% when a
complex password was used. The H2 hypothesis was therefore accepted.
Results for H3, when using the Time Between Dot touchstroke feature, showed a 26% increase
in accruracy from 56% in the case of no training to 82% when training was introduced. An
interesting thing to note about the results for H3 is that using two touchstroke features (Time
Between Dot and Time on Dot) showed a 8% decrease in accruracy from 69% in the case of
no training to 61% when training was introduced. The H3 hypothesis was therefore accepted
for only the case of one touchstroke feature.
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CHAPTER 6
6.0 DISCUSSIONS, CONCLUSIONS AND RECOMMENDATIONS
6.1 Introduction
This chapter focused on discussing in depth the data that was collected during the research
study. Additionally, conclusions and future recommendations are also made. To further help
in highlighting this, the chapter is broken down into various sub-chapters, each of which
focuses on a specific area in relation to the discussion, conclusions and recommendations.
These are as follows: Section 6.2 deals with the Summary which highlighted important
elements such as the purpose of the study, specific objectives/hypotheses, research
methodology used and major findings. Section 6.3 focuses on the major findings of the study.
Interpretation of the same is done by comparing them to the findings of the previous studies
highlighted in the literature review chapter. Section 6.4 comes up with major conclusions from
the study findings on the basis of the research findings and hypotheses. Finally, in section 6.5
gives recommendations and future work suggestions based on the major findings and
conclusions generated from the study.

6.2 Summary
The main objective of this research study is to enhance the functionality of an existing Android
pattern lock application that through testing can help determine whether the time element of a
touch operation and in particular Time on Dot (TOD) and Time Between Dot (TBD), can be
used to enhance the accuracy of a touch operation biometric system. Additionally, the specific
hypotheses tested were: H1: There is a correlation between the number of touchstroke features
used and the accuracy of the touch operation biometric system; Ho1: There is no correlation
between the number of touchstroke features used and the accuracy of the touch operation
biometric system; H2: There is a correlation between pattern complexity and accuracy of the
touch operation biometric system; Ho2: There is no correlation between pattern complexity and
accuracy of the touch operation biometric system; H3: There is a correlation between user
training and accuracy of the touch operation biometric system; Ho3: There is no correlation
between user training and accuracy of the touch operation biometric system.
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The specific type of experimental design that was conducted in this research study was a quasiexperimental design which involved static group design. Additionally, cross-sectional samples
for analysis were taken because they fitted well within the allocated project research study
period of three (3) months. The study population is USIU-A faculties namely the Chandaria
School of Business, School of Humanities and Social Sciences and School of Pharmacy and
Health Sciences. However, this study excluded the School of Science and Technology because
they may have had a technical advantage over a common representative user in the population.
A within-subjects design involving repeated measures was incorporated when testing H1, Ho1,
H2 and Ho2 hypotheses thereby resulting in a total of 8 subjects used. Testing of H3 and Ho3
hypotheses involved the selection of a new set of 4 subjects to eliminate the possibility of
training through exposure to previous procedures. This translated to an overall sample size of
12 subjects who gave a total of 2,096 feature extracted data which included Time Between
Dots (TBD) and Time on Dot (TOD). For analysis, the Dynamic Time Warping (DTW)
algorithm was used.
Results for H1 revealed an increase in accuracy by lowering the False Rejection Rate (FRR)
from 20% to 17% when an additional time feature was used. However, the False Acceptance
Rates (FAR) increased from 34% to 39% leading to an overall decline in accuracy from 68%
to 62%. This could be attributed to the DTW failing to manage the effect of outliers. The H1
hypothesis was therefore rejected.
Results for H2 when using two touchstroke features (Time Between Dot and Time on Dot)
showed a 7% increase in accruracy from 62% in the case of a simple password to 69% when a
complex password was used. The H2 hypothesis was therefore accepted.
Results for H3, when using the Time Between Dot touchstroke feature, showed a 26% increase
in accruracy from 56% in the case of no training to 82% when training was introduced. An
interesting thing to note about the results for H3 is that using two touchstroke features (Time
Between Dot and Time on Dot) showed a 8% decrease in accruracy from 69% in the case of
no training to 61% when training was introduced. The H3 hypothesis was therefore accepted
for only the case of one touchstroke feature.
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6.3 Discussions
This section focused on the major findings of the study. Interpretation of the same was done
by comparing them to the findings of the previous studies highlighted in the literature review
chapter. To help in the interpretation of results, the sections were structured into the main
objectives of the study as is shown below:
6.3.1 Number of Touchstroke Features Used and Accuracy
The hypotheses being tested here were: H1: There is a correlation between the number of
touchstroke biometric features used and the accuracy of the touch operation; Ho1: There is no
correlation between the number of touchstroke biometric features used and the accuracy of the
touch operation.
Comparison is done between the analysis results and the literature review studies conducted in
chapter 2. Alghamdi and Elrefaei (2015) implemented the Median Vector Proximity (MVP)
classifier to assess the performance of the features acquired. They were able to obtain an Equal
Error Rate of 12.9% with the 31 features. Once they added an additional two features namely
finger size and pressure, the Equal Error Rate value dropped to 12.2% thereby confirming that
more features used resulted in more accurate systems. It is important to note the classifier that
Alghamdi and Elrefaei (2015) used was the Median Vector Proximity (MVP) classifier. Aljarrah (2012) described the Median Vector Proximity (MVP) classifier as being based on the
distance-to-median concept whereby the proximity of keystroke feature timings at the testing
phase was measured to the medians of timings calculated during the training phase.
Additionally, Al-jarrah (2012) highlighted that the median was chosen as a reference point of
center rather than the mean value because it was considered to be more robust and its output
was not affected by outliers (extreme values). As such, during his comparison for 15 various
classifier algorithms, Al-jarrah (2012) was able to show that the Median Vector Proximity
(MVP) classifier had the lowest Equal Error Rate (EER) average (0.08) and EER standard
deviation (0.06) values thereby showing that the classifier had the highest anomaly detection
performance amongst all that were tested. While the performance of DTW as a classifier was
not included in the study, we can see that the Median Vector Proximity (MVP) classifier ranked
highly in a list that included Manhattan, Nearest Neighbor, SVM, Neural Network, Euclidian
and Fuzzy Logic classifiers. By using the MVP classifier, Alghamdi and Elrefaei (2015) were
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able to show an increase in accuracy as more features were extracted. However, from the study
results, the average accuracy showed a decline from 68% to 62% once an additional feature
was extracted. It is also important to note that while the FRR decreased from 20% to 17% when
an extra feature was extracted, the FAR increased from 34% to 39%. This could possibly have
been as a result of the DTW algorithm failing to exclude outliers when an extra feature was
added as well as the Median Vector Proximity (MVP) classifier did when Alghamdi and
Elrefaei (2015) added an extra two features.
Another literature review study that was considered was one conducted by Zheng et al. (2014).
They were able to show that the 8-digit PIN with more features being extracted (127) was more
accurate with an EER of 4.45 % while a 4-digit PIN with less features being extracted (63)
with an EER of 7.34 %. However, it is important to highlight certain aspects of their research
methodology that may have led to our research study results to differ. While this research did
not intend to incorporate any form of training during data entry, Zheng et al. (2014) required
their subjects to enter an error-free PIN for at least twenty-five (25) times, something that
introduced an element of user training during data collection. Zheng et al. (2014) may also
have introduced an element of experimental bias by requiring the experimental subjects to hold
the phone with their left hands and tap with their right hand index fingers during data collection
something that may also have resulted in the differing results that were obtained
Finally, it is important to note that despite the drop in average accuracy from 68% to 62% when
an extra feature was extracted, a higher peak accuracy of 98% with two features as compared
to 94% when one feature was extracted was achieved. The 98% accuracy was achieved by a
remarkable 1% False Acceptance Rate (FAR) which shows that of all the possible attack
combinations that were directed to this particular user, only 1% were successful in being falsely
accepted. This statistic confirms the general trend that has been depicted in the above tables
where an increase in the False Acceptance Rate (FAR) almost always resulted in a decrease in
the accuracy levels
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6.3.2 Pattern Complexity and Accuracy
The hypotheses being tested were H2: There is a correlation between pattern complexity and
accuracy of the touch operation; Ho2: There is no correlation between pattern complexity and
accuracy of the touch.
Comparison is done between the analysis results and the literature review studies conducted in
chapter 2. In the first portion of their research known as the unlock user study, De Luca et al.
(2012) identified that Diagonal and Vertical with two fingers had the longest time series and
therefore considered the most complex of the four inputs, only Diagonal returned the highest
accuracy levels. The False Acceptance Rate (FAR) and False Rejection Rate (FRR) that De
Luca et al. (2012) had obtained for their vertical with 2 finger result based on the True Positive
(2,689), True Negative (66,246), False Positive (114,234) and False Negative (191) values
were calculated. From the formula that they came up with, it was determined that their system
had a False Rejection Rate of 0.28% and False Acceptance Rate of 97.7%. This value shows
that the system was highly inaccurate in differentiating between the user and the attackers. This
is what contributed to it having a low accuracy level of 37%
It is important to note that with one feature extracted for the complex password, two accuracy
levels out of eight which were lower that what was achieved by De Luca et al. (2012) were
obtained when only the time element was extracted, a figure of 37% for the two-finger vertical
input. The accuracy levels from this study that were below were the inputs from user 1 who
had an accuracy of 18% and a high False Acceptance rate of 85%. User 2 also had an acuracy
level of 31% with a similarly high False Acceptance rate (FAR) of 71%. While these two
accuracy levels were lower than what was obtained by De Luca et al. (2012), corresponding
FAR values from this study were still lower than the 97.7% that they obtained. This could have
been attributed to this research study having more points from where data was being extracted
from. These figures again confirm that high False Acceptance Rates (FAR) almost always
resulted in in low accuracy levels. However, for the complex password inputs that involved
the extraction of 2 features, none of the accuracy levels went below the 37% that was obtained
by De Luca et al. (2012).
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These results helped bring out another aspect of feature extraction that played a big role in the
accuracy levels. The time feature, when not extracted with another feature was shown to result
in very low accuracy levels as highlighted by vertical with two fingers which had the lowest
accuracy of 37% despite the pattern having one of the longest time series. This is in comparison
with Diagonal which had a similarly long time series but due to the extraction of a different
features (size + pressure), it had the highest accuracy levels. It is worth noting that the study
conducted by De Luca et al. (2012) incorporated an element of training during the data
collection exercise because the subjects were required to unlock the device 80 times for each
of the setups.
Another literature review study that was considered was one conducted by Zheng et al. (2014).
They were able to show that the 8-digit PIN with more features being extracted (127) was more
accurate with an EER of 4.45 % while a 4-digit PIN with less features being extracted (63)
with an EER of 7.34 %. While this study did not intend to incorporate any form of training
during data entry, Zheng et al. (2014) required the subjects to enter an error-free PIN for at
least twenty-five (25) times, something that introduced an element of user training during data
collection. Zheng et al. (2014) may also have introduced an element of experimental bias by
requiring the experimental subjects to hold the phone with their left hands and tap with their
right hand index fingers during data collection something that may also have resulted in the
differing results that were obtained.
6.3.3 User Training and Accuracy
The hypotheses being tested here were H3: There is a correlation between user training and
accuracy of the touch operation; Ho3: There is no correlation between user training and
accuracy of the touch operation.
Comparison is done between the analysis results and the literature review studies conducted in
chapter 2. For their study, De Wilde et al. (2015) were able to show a decrease in time over the
course of the study duration between day 1 and day 8. However, taking a closer look at how
their data was analyzed reveals some differences particularly in the type of classifier that they
used. De Wilde et al. (2015) implemented a classifier known as a likelihood ratio based
classifier which they developed at their University. Their classifier worked by comparing the
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biometric results of two lock patterns that had been performed by a user and produced a
similarity score which increased the more similar the inputs were and subsequently decreased
the more dissimilar a pair of inputs was. It is immediately noticed that this classifier differs in
operation to how the DTW algorithm works in because for a DTW output, the closer the output
is to zero, the more similar the pair of inputs are while the further away the output is from zero,
the more dissimilar the pair of inputs are. The classifier implemented by De Wilde et al. (2015)
also ensured that noise in the data was highly reduced to produce more accurate results. This
it achieved by transforming the data through two levels. The first, known as Principle
Component Analysis (PCA) aimed at reducing the dimensionality of data to reduce noise while
the second transformation known as Linear Discriminant Analysis (LDA) retained only
components of the data that were discriminative. These two transformation levels are what
may have resulted in De Wilde et al. (2015) obtaining accurate results despite the number of
features that they extracted while measuring the impact of user training in accuracy of resultant
outputs. In contrast, results for this objective showed a drastic improvement in accuracy from
56% to 82% when only one feature was extracted and a decrease in accuracy from 69% to 61%
when more than one feature was extracted. It is therefore possible that the classifier used,
DTW, was not able to eliminate noise and outliers in the data when more than one feature was
extracted. It is this noise that may have resulted in the decrease in accuracy when two features
were extracted despite the fact that user training had been incorporated into the data collection
process.
Another research that sought to obtain accuracy figures in relation to user training was one
conducted by Zheng et al. (2014). They established two parameters that they were going to use
for the verification accuracy. These were: one class learning (number of actions in training)
and the threshold. Zheng et al. (2014) were able to observe that by increasing the number of
actions in user training, the user behavioral patterns became more precise but remained at the
same level after 20 user actions. However, differences in their research methodology appeared
during data collection where they required the experimental subjects to hold the phone with
their left hands and tap with their right-hand index fingers something that may have introduced
an element of experimental bias.
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6.4 Conclusions
This section was dedicated towards drawing major conclusions from the research findings and
discussion of results that was done above. It will be structured according to the specific
hypotheses that were tested:
6.4.1 Number of Touchstroke Features Used and Accuracy
The hypotheses being tested here were: H1: There is a correlation between the number of
touchstroke biometric features used and the accuracy of the touch operation; Ho1: There is no
correlation between the number of touchstroke biometric features used and the accuracy of the
touch operation.
Results for H1 revealed an increase in accuracy by lowering the False Rejection Rate (FRR)
from 20% to 17% when an additional time feature was used. However, the False Acceptance
Rates (FAR) increased from 34% to 39% leading to an overall decline in accuracy from 68%
to 62%. This could be attributed to the DTW failing to manage the effect of outliers. The H1
hypothesis was therefore rejected.
6.4.2 Pattern Complexity and Accuracy
The hypotheses being tested were H2: There is a correlation between pattern complexity and
accuracy of the touch operation; Ho2: There is no correlation between pattern complexity and
accuracy of the touch.
Results for H2 when using two touchstroke features (Time Between Dot and Time on Dot)
showed a 7% increase in accruracy from 62% in the case of a simple password to 69% when a
complex password was used. The H2 hypothesis was therefore accepted.
6.4.3 User Training and Accuracy
The hypotheses being tested here were H3: There is a correlation between user training and
accuracy of the touch operation; Ho3: There is no correlation between user training and
accuracy of the touch operation.
Results for H3, when using the Time Between Dot touchstroke feature, showed a 26% increase
in accruracy from 56% in the case of no training to 82% when training was introduced. An
interesting thing to note about the results for H3 is that using two touchstroke features (Time
47

Between Dot and Time on Dot) showed a 8% decrease in accruracy from 69% in the case of
no training to 61% when training was introduced. The H3 hypothesis was therefore accepted
for only the case of one touchstroke feature.

6.5 Recommendations
This section has been sub-divided into two main sections namely recommendations from this
study and recommendations for future work. They are discussed below:
6.5.1 Recommendations from this Study
The contribution that was made through this research study was that it was shown that the
extraction of one touchstroke biometric feature coupled with user training was able to yield
high average accuracy levels of up to 82%. This helps build a case for the introduction of
biometrics into smart devices with average processing capabilities as they would be able to
handle a biometric system without it compromising on overall system performance.
Additionally, a Java application was developed that helped batch process the DTW inputs
thereby making the analysis process faster. This application was just as accurate as the
MATLAB implementation that was used in the initial phase of data analysis. This can be useful
for any future research that will involve processing of large sets of data involving the DTW
algorithm.
6.5.2 Recommendations for Future Work
For future work, it is recommend that more work be done by applying other classifiers such as
the Median Vector Proximity (MVP) classifier as used by Alghamdi and Elrefaei (2015) and
likelihood ratio based classifier as used by De Wilde et al. (2015) to the existing data set and
comparing their results with those obtained with DTW. The above mentioned classifiers were
shown to be good at eliminating outliers and noise in the data set thereby producing more
accurate results. Additionally, further research can explore whether the use of other
touchstroke biometric features can have a better impact on accuracy as opposed to those used
in this study.
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APPENDIX A: PATTERN LOCK APPLICATION SOURCE CODE

Figure 14:Record Input Adapter

Figure 15:Record Helper File
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Figure 16:Database Creator File

Figure 17:Activity Recorder File
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APPENDIX B: DTW ALGORITHM

Figure 18:DTW Algorithm
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APPENDIX C: PROJECT WORK PLAN

Table 13: Project Work Plan
Project
Start Date
Task
Number

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16

12/9/2016
Task Name

Duration

Fine Tune Project Topic
Fine Tune Hypotheses and Literature Review
Complete chapter 1 and 2
Complete Research Methodology chapter
Determine Application Requirements
Modify pattern lock Application
Test Application
Supervisor Review of Application
Collect Data Using Application
Code Data for Easier Analysis
Analyze Data using DTW
Complete Chapter 4 and 5
Discuss Results, conclusions and
recommendations
Present Initial Document to Supervisor for
review
Make necessary adjustments and prepare
final document for panel review
Project Defense

5 days
5 days
3 days
6 days
2 days
5 days
5 days
1 day
4 days
2 days
18 days
10 days
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20 days
10 days
16 days
1 day

APPENDIX D: PROJECT BUDGET

Table 14: Project Budget

Project
Cost
LABOUR
HOURS

SOFTWARE
COST (KSh.)

Project Topic

25.0

0

Hypotheses and
Literature Review

25.0

0

50.0

0

30.0

0

10.0

0

25.0

0

25.0

0

Subtotal

90.0

0

Data Collection

20.0

0

Data Coding
Modify DTW
Application
Analysis with DTW

15.0

0

30.0

0

120.0

0

185.0

0

20.0

0

Defense

2.0

0

Subtotal

22.0

0

347.0

0

FINALISE

DATA COLLECTION
AND ANALYSIS

METHODOLOGY AND
APP DESIGN

TOPIC AND
LITERATURE
REVIEW

PROJECT TASKS

Total

Subtotal

Research
Methodology
ID App Requirements
Modify Pattern Lock
Application
Application Testing

Subtotal

Final Report
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